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Bdo mét & An toan dir liéu

cho doanh nghiép

Theo gidi chuyén gia, trong linh vuc an ninh mang, khé cé khdi niém "an toan" vinh vién.
TU cdc vu viée bj tan cdng mang gan day tai Viét Nam, da dén Iic cdc té chic, doanh
nghiép chuyén tir tu duy “chita bénh” sang “phong bénh”.
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1. Sy 8 tén cdng Ransomware vao doanh nghiép
Cdc sy ¢8 tén cdng mang:

¢ Va&o thang 03/2024, mét cong ty chitng khodn tqi Viét Nam dé trd thanh diém ndng trén
ban dé cua céc cude tan cdng ransomware quéc té

e Ngay 29/7/2016, tin tdc c6 ngudn géc Trung Quéc da thuc hién cude tén cdng mang vao
hé théng théng tin cia mét hang hang khéng 16n tai Viét Nam

o Ngay 12/5/2017, cudc tén cdng ransomware 1&n nhat thé gidi xay ra, virus wannacry 18y
nhiém vao 200.000 hé théng, v&i 150 lanh thé quéc gia

Thiét hai:

* (Gay gidn doan hoat déng kinh doanh doanh nghiép
* D liéu quan trong c6 nguy co mat vinh vién, khdng thé khai phuc
* Anh hudng dén trai nghiém khdach hang va uy tin ctia doanh nghiép

Vu hé thong bi téan cong: Cée eong ty
chiing khoan, tai chinh can chii dong ra soit lai hé
thong dam bao an ninh mang

NhiAnh

Phia Cong ty cho biét dang trong qua trinh khae
phuc sui ¢6 tin cong, két néi lai hé thong va khang dinh toan bo thong tin, tai san khach
hang khong bi anh hiéng. Con theo chuyén gia an ninh mang, hién tai cic ¢o quan
cliie nang dang lam viée va sé ean cha thong tin chinh thiie. Riéng véi ngusi dimg ean
déi mat khau ngay khi he lll(‘)’ug hoat dong tré lgi...

DarkoderCrypt0r

Your Files has been Encrypted!

What Happened to My Computer?

Your important files are encrypled

Marty of your documents. photos. videos, databases and other files are no longer accessible because they have been encrypted . Maybe
you are busy looking for a way to recover your files, but do not waste your time. Nobody can recover your files without our decryption
service

Can | Recover My Files?
Sure. We guarantee that you can recover all your files safely and easily. But you have not so enough time .

Weﬂmvefmevuislmmmammpooﬂm they couldn pay in € months.

How Do | Pay?
Parnerl is a\:c-en!ed in Bitcoin only. For more information, click <About bitcoin>.

Please check the cument price of Bitcoin and buy some bitcoins. For more information. click <How 1o buy bitcoins>.
And send the commect amount to the address specified in this window
After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am GMT from Monday to Friday.
Once the payment is checked, you can start decrypting your files immediately

Contact
¥ you need our assistance. send a message by clicking <Contact Us>

We strongly recommend you lo not remove this software, and disable your anti-virus for a while, until you pay and the payment gets
processed.  your anti-vinus gets updated and removes this software automatically, it will not be able to recaver your files even if you pay!

Send $300 worth of bitcoin to this address:

BITCOIN

ACCEPTED HERE!| 1KoWzXydNnriRu2meSbY6n7mnevivQ6WBU | copy |

CHECK PAYMENT DECRYPT

fptcloud.com 03
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2. Phuong phdp tan céng phd bién

Affiliation Network

P M@ réng mang udi béng thiét 1ap cac nhém//chi nhénh tén céng
/ \ o ! ‘\‘ R R R R R R R LR LR L LR R PP P PP P PECEECEERRRRRR ) PR
L i Céc chi nhanh phat
/&ﬁ' ST Y e tan malware
\\\_,’// ----------------- | \\.\/./,’
e e — Thiét Iap trung tam didu khién (C&C) Attacker
: : v Crimeware Va1 co s& dit liéu Crimeware Toolkit
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: : Database B D 0 ............................. .
Chuyén @ Luachon : .
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dung : trang gia @ @ : : :
phising/ meen bhén mém doe .| Cécméytinhbi i Cacméy tinh binhiém (bot
: : : hai an mhe'rzn ﬁf . nhiém (bot) s& két s& nhan chi thj ti trung tam
: P hf-]' ayn ",eL? € : ndi vé trung tam % C&C dé tdn céng muc tidu
____________ thongnguoidung - caCvacholénh 1 chinh
v v v
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=B Pt , N

ALERT! YOU HAVE WON! . g ommmmmm——————e 7 \

vourcourures / | T ‘ \

FREE . b !

CELLPHONE PR 6 I \ PN N AR POUUSOUURN 11 WU N
D\ A / n VN A
.

@ m @ Ngudi dung truy cap \'\7/ \ ] Wi Trung tdm C&C diéu
trang web gid mao LN AN khién cdc bot thuc hién

Malicious {3‘, »»»»»» R | tdn céng vao muc tiéu
Website/Compromises . 4 RV 2 da dinh
Legitimate Website o ‘
7'y

Malicious Websites : Victims Organization

Ngudi diing nhiém ma déc Cdc két néi tir on-prem
malware tan céng vao hé thong [én Cloud

L& héng bao mét va ¢ng dung Malware/Ransomware,
phién ban qua ci Bdo mat ha tang

Lay nhiém ma déc, Web/API attack
huy phuong thic xdc thuc

fptcloud.com 04
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ll. Giai phap dam bao an toan bao mat

cho doanh nghiép

1. M& hinh kién tric bado mét nhiéu I18p - Defense in Depth
Hé théng (tng dung cua doanh nghiép dugc khuyén nghi s&t dung 10 1&p bdo mat, dam bao
tinh bi mat, tinh toan ven va tinh s&n sang (theo tiéu chudn cét 16i CIA) cho toan bd hé théng.

Layer O1

Layer 02

Layer 05
Layer 06

Layer 09

~~ Layer10

Layer O1: Chinh sach bdo mat va dao tao nhan sy Layer 06: L& hdng bao mét va ban va

Layer 02: Bdo mat mang (Network Security) (Vulnerabilities and Patching)

Layer 03: Kiém sodt truy cap (Access Control) Layer 07: Bado mat container (Container Security)
Layer O4: Bado méat dau cudi (Endpoint Security) Layer 08: Bao mat dit liéu (Data Security)

Layer 05: Bdo mat ¢ing dung (Application Security) Layer 09: SOC, Théng bdo su ¢8, Gidm sat 24/7

Layer 10: Backup & DR

fptcloud.com 05
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2. C4c yéu t6 van hanh an toan

D& van hanh mét cdch an toan, doanh nghiép can chi y dén cdc yéu té:

Laver 1 Securit Ddao tao nhan sy, chinh sdch va quy dinh vé bao mat
yer® Y an toan thong tin
Layer 2: Network Security Next-gen Flrewoll, VPN, IDPS, Web proxy, DDOS,
Threat Intelligence
Layer 3: Access Control PAM, MFA
Layer 4: Endpoint Security Antimalware, Host IDPS, Host Firewall, Device Control, EDR
cONG Layer 5: Application Security | WAF, scan code, pentest/threat hunting
NGHE Layer 6: Vulnerabilities Ddanh gid 16 hdng bao mat (Vulnerabilities Assessment),
and Patching Ban vé 16 hdng (Patching)
Layer 7: Container Security | Image scanning, runtime protection
Layer 8: Data Security Ma héa dit liéu (Data Encryption), DLP Endpoint
Layer 9: SOC SIEM, Threat Intelligence
Layer 10: Backup/DR Backup, DR
Quy trinh x( ly su ¢8 (Incident response process),
Q‘UY Quv thinh néi ba Quy trinh ddnh gid/ vé 16 héng bao mat
TRINH < I (Vulnerabilities/Patching process),
Quy trinh quan ly vén hanh (Change management process)
CON DSi ngl nhan su Tap hop cdc chuyén gia bao mat
NGUOI Ching chi Yéu céu cdc chiing chi chuyén mén vé bdo mat

3. M hinh bao mét tdng quan cho khéch hang trén Cloud

< ANTI-DDOS integrated

LT Security VPC

@

fptcloud.com

VPN Site-to-side/
leased line

] ]

|

SIEM Proxy EPO AV @

Patching  PAM
SEC MGMT - Zone

&)

j g PROD VPC
Lo =

g STAGING VPC )

APP K8S-Zone DB Network-Zone

STG-APP Network-zone

FPT Backup & DR Service
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4, C4c yéu t8 cdng nghé dé vén hanh an toan

4.1. Layer I: Chinh sach bdo mat va dao tao nhan sy

Tu@n thu chinh séch ATTT chung clia céng ty

Do tao ndi bd vé céc ky thudt tan cdng, ndng cao nhan thic ATTT cho quan tri vién hé
théng

Xéay dung tai liéu, quy trinh dép tng cdc chuan an toan théng tin quéc té nhu: ISO27K,
PCIDSS...

4.2. Layer ll: Network Security
a. Gidi phdp NGFW (Next Gen Firewall)

Layer th& nhéat, NGFW thiét 1ap bao mat mic Network: C8 1&p céce thanh phéan quan trong
s dung subnet, firewall, routing table, gidi han inbound/outbound traffic, bat cac tinh
ndng ndng cao nhu Stateful Firewall, IDS & IPS, Antibot, AntiMalware, URL Filtering,
Application Control, VPN...

Layer th(t 2, the Distributed FW (Network Security Group), duoc tich hop trong vRouter,
gilip chia va diéu khién két ndi gitta céc subnet mang

b. Giai phdp Web Proxy

Chiéu truy cdp inbound/outbound cla hé thdng dugc bdo vé bdng Web Proxy

Web Proxy thiét 1ap bao mat truy cép internet s dung céc tinh ndng Caching, Antivirus,
Anti-Malware, Web and Geo Reputation...

Lgi ich:

o Antimalware & va cdc ma doc zero-day

o Loc URL va danh muc

o Giai ma SSL
Internet Server
( ~\ ' E(\ N\
)

fptcloud.com 07
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. Gidi phdp Anti-DDoS

Phong chéng tan cdng DDoS Layer 3, 4 va Layer 7

Pugc chia thanh 3 logi tdn cdng: Volumetric Attacks, Protocol Attacks, Application Attacks
Anti DDoS layer 4 phét hién va ngdn chdn tan cdng UDP Flood, ICMP Flood (Gbps); syn
flood attack, ack flood (pps)...

Anti DDoS layer 7 ngdn chdn céc tén céng vao tai nguyén dich vu ctia ¢ng dung, VD: http
get/post attack, slowloris attack (rps)...

................. > (.. ]
....... (.. ]
w On-premise
. Accelerated Performance .
Visitor >
é """""""""" O
'ﬂ' > ! PORD Multi-Cloud
Crawlers, Q" R
Bots © Cloudflare’s Globally .
" Distributed Network Q
3 i SaaS
. . : aa
Ak ® :
Attackers  TTreeee
................. - &
(.. ]
Hybrid-Cloud

4.3. Layer lll: Access control

a. Gidi phdp PAM (Privileged Access Management)

Privileged Account Management & mét gidi phdp quan ly tap trung cac mét khau ddc
quyén nhu Administrators, Root, DBA,... ciia hé théng. PAM dya trén chinh sdch théng
nhat, gidm sdt cdc tai khoan va cdc hoat déng lién quan dén mat khdu ddc quyén tir cac
trung tdm d liéu cing nhu trén mai trudng cloud

e Lgiich mang lai:

o Kiém sodt céc truy cap dac
quyén, quan ly méat khau tap
trung cho cdc tai khoan ddc
quyén, gidm sét hanh vi truy
c@p va luu bdng ching (log,
video) trén cung mot gidi
phdp chuyén dung

o Cung cép théng tin chinh
xac: Ai dang s dung tai
khoan ddc quyén ndo, truy
cp dén hé thdng dich ndo,
dang thuc thi/thao tac hanh
déng gi déng thai cung cap
co ch& ngdn chdn ty dong
theo thdi gian thuc

fptcloud.com

@ ® ysers
[

ACCESS REQUEST

(D)

(xxx) (B

PASSWORD RETRIEVAL Workstations
I =y

e

APPROVAL RULES
% ot
, — &+

SESSION PROXY

PRIVILEGED PASSWORD MANAGEMENT Da

X
= =)

Record Sessions  Replay Sessions Audit Logs Archive Logs Q
RECORD & AUDIT Cloud
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b. Gidi phép MFA (Multi-factor Authentication)

* Hé théng MFA dugc trién khai trén cdc tenant ctia KH

e Quan trj vién truy cép vao VPN (NGFW/PAM) qua mdy tinh, t&t d6 radius nhan yéu cau
xéc thuc va kiém tra théng tin vai AD

* AD xdc minh théng tin (user, password) va& trad vé két qud xdc thyc cho radius, sau dé
radius g&ti ma OTP dén quan trj vién

Multi-Factor Authentication

9

Authentication Code

45412

VERIFY

Verifed

Password Access

4.4. Layer IV: Endpoint security
Giadi phdp Endpoint Security
e Endpoint Security 1& gidi phdp gilp bdo vé thiét bi endpoint (Windows Workstation,
Windows Server, Linux Server, MacOS) giip ngdn chdn & phdn ¢ng véi cdc rui ro
(malware, virus, exploit) trén thiét bj endpoint
* EDR (Endpoint Detection & Response) giai phdp phong chéng diém cudi ndng cao, gilp
phdt hién ng&n ch&n cdc ma déc chua biét, cdc cudc tan cdng nang cao APT, ma ddc
dang fileless
e Lgiich:
o Phéng chdng malware, antivirus, trojan, backdoor
o Host IPS, HostFW, Device Control

Shared Endpoint Security Platform

McAfee® ePO™ Client User Interface Reputations Remediation Data Exchange Layer

N
Threat

Prevention

Web Control

&

Chrome and Firefox
support

Adaptive
Protection

o o

On Access / Demand

Endpoint Security
Modules

~’

Dynamic Application
Containment

Block untrusted
executables

Threat Detection

Smart Idle Scan Tracing & Hunting

fptcloud.com

Access & Exploit
Protection

Auto install client &
smart policies with
Web Gateway Proxy

Real Protect
Reputation sharing

Adv malware analysis

Timeline Investigation

One click remediation
with TIE reputations

J

09
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4.5. Layer V: Application Security

a. Gidi phap WAF (Web Application Firewall)

WAF gilip bdo vé& ¢ng dung web trudce cdc tdn cdng ting dung web phd bién nhu: DOS, SQL
Injection, Cross Site Scripting (XSS) va& cdc logi tdn céng web khdc...

* Gilp bdo vé &ng dung websites t top 10 OWASP attacks

» D& dang st dung: Téi wu rules, thay ddi nhanh chéng khi cén thiét

* Lién tuc update: Bdo vé ¢ng dung WEB chéng lqi cdc tan céng va 16 hdng méi nhét

Application Security

OWASP Top-10 Attacks
Application DOS

Data Loss Prevention

Credit Card Numbers
Custom Patterns

............... BB

API Protection
API Schema Validation
APl based DoS

APl A
: ‘ II, @
e+~ 4 | T
. Outbound
Web Client Inspection Inspection Web Server

b. Giai phdp Scan Code
¢ Hé théng phadn mém scan security code, dugc st dung cho céc ddi DEV

e Loiich:
o Ra& quét source code, tim ra 16 héng bdo mét 4 N )
SN PN ~ N erver
& cap dé ma ngudn
o Phat hién hdu hét cac 16 héng phd bién nhu: =0 O
Cross-site  scripting, SQL injection, Path Queue
injection, phishing... Web Server
( )
Scanner
(Cl/CD) J,'Q Compute O
HTTP(S) Q—T Endine T
Scanner and — 9 Search Server
language =/
1> analyzers Analysis Report Q )
—=<\>
Source Code Database

| | Y

10
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c. Dich vu Pentest

Dich vu kiém thir xdm nhép (Penetration Testing): &
qua trinh md phong lai toan bd quy trinh, cach thic o Tim ra 15 hdng Web/AP|

tén cdng vao hé thdng CNTT. B&ng viéc tao ra cdc
cudc tdn cdng mang theo kich ban nham tim ra 16
héng bdo mat ma tin tdc ¢ thé khai thac dé chiém .
quyén diéu khién hodc tan céng bang ransomware

trudc ké tan céng, gidm
thiéu thiét hai

Duy tri danh tiéng, uy tin
trudc khdch hang

o Pentest *tng dung trén mdi trudng UAT trudc khi public o Pdp Ung cdc tiéu chuén
o Pentest cac tinh ndng mai bdo mat ISO27k, PCI/DSS
o Threat hunting t& internet va internal

4.6. Layer VI: Vulnerabilities & Patch management
a. Giai phdp VA (Vulnerability Assessment)
* Vulnerability Assessment - Dich vu rd quét 16 héng bao mat cho Web application va
Network
* Vai trd: Danh gid diém y&u bdo mat clia hé théng bang viéc ra quét cdc logi 16 hdng da
biét, danh gid méc d6 nghiém trong va dua ra goi y khdc phuc
e Loiich
o Bdo vé hé théng website Before
mot cdch toan dién
o Phdat hién va khdc phuc . . Covering
cacngw coonninnwse (EEDIEE MG E VA
khi cudc tan cong dién ra
o D& dang trién khai voi
mang dién réng va tich FPT Vulnerability FPT Cloud WAF, SIEM. SOC
th véi SIEM, SOC Assessment Next-gen Firewall i

b. Gidi phdp Patching Management
Patching management 1& giai phdp quan ly ban va bdo mat cho cac hé diéu hanh Windows,
Linux va cdc ing dung cai dgt trén cac OS do.

Loi ich mang lai:

o Cung cdp cdc ban vé cho da dang hé diéu hanh o Dat lich ty ddng vé
o Ddnh gié rdi ro bdo mat va 16 héng trén da dang cdc nén tang nhu bao gém cép nhat
Windows, Linux ndi dung, quét thiét

bi v& tai vé ban va

o Tai, trién khai va
cai dat ban va da
dugc nghién clu
va kiém thir

o Kiém tra trang thai
cta trién  khai
patch va cai dat
trén cdac thiét bj
duoc quét

o Xem théng tin patch and compliance cho céc thiét bj da quét

fptcloud.com n



% FPT CLOUD

o G5 s

mart Cloud

4.7. Layer VII: Container Security

Gidi phdp Container Security

 Container security bao gém cdc bién phdp bdo vé céc tng dung dugc luu trén container
va& infrastructure trong sudt vong doi
e Cdc tinh nang:

o

o

o

o

Phdat hién cdac attack t&r network

Phat hién malware trén cdc image, container

Do quét 16 héng trén cac image, container, application

Tim kiém clear text credential va céc key ma hod
Bdo vé malware theo thdi gian thuc

Ngd&n chdn cdc tén cdng da biét va chua biét dya vao cdc signature va behavioral

DEVELOP DEPLOY RUN
Code Build Store Q
SL[gp-* @ I @ > Deploy >
X t + » LY
Scan via Continuous registr Polic Rule
AP scanningg |4 Allow or block deployment enforcer¥\ent checking
] v v 4 4
Continuous Runtime
Container image scanning Policy-based deployment control compliance security
4.8. Layer VIII: Data Security - Data Encryption
Giai phdp Container Security
Bién phadp st dung
Dat
1 Céc tng dung St dung giao thitc HTTPS: Discg\?ery
Web thudt todn ma hoéa TLS
2 | Network Két ndi VPN Ma hod két néi st dung
Client to site IPSEC
3 K&t ndi quan tri | S& dung SSH
SAN M@ héa cédp db 2 & muic
4 Ma héa I6p SAN | SAN Storage: Ma héa vdi
Storage thuat todn XTS-AES-256 Data Data
Classification Control
Ma hod mic Thudt todn s dung
5 | Database database | AES-256, AES-128
Ma héa di liéu Thudt todn st dung
6 | Bockup backup AES-256

fptcloud.com
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4.9. Layer IX: Gidm sét, phén tich sy kién an ninh (SOC)

Gidi phdp SIEM - Security Monitoring

* SIEM (Security information and event management) la gidi phdp quan ly, phdn tich sy
kién an toan théng tin va dua ra cac canh bao ATTT kip thoi cho ngudi quan tri

o Cdc hé théng Host, VM, Firewall, WAF, AV, Windows, Linux, App, DB... dugc ddy log vé hé
th&ng SIEM nhdm muc dich phan tich dit liéu, phat hién detection, phan tich, truy tim déu
vét cdc su kién an ninh

e Lgiich mang lai:
o Thu thdp di liéu ti nhiéu log source
o Ghinhat ky hoat dong quan ly
o Lién két tvong quan sy kién
o Diéu tra sy kién
o Giém sét va &ng phé vdi su ¢

Security devices

. Correlation
g Servers and mainframes
* Logs/events True
* Flows
@ Network and virtual activity * IP reputation offense
¢ Geographic location
* Credibility
A AE * Severit
Application activity Activity baseliningand | ¢ eIevaZ\lce
anomaly detection
Configuration information * User activity e
¢ Database activity
e Application activity Suspected
@9‘ Vulnerabilities and threats  Network activity incidents
&  Users and identities
c T fxceptionally accurate
Extensive data sources + Deep intelligence — SN GEL R <iht

e SOC team thuc hién viéc gidm sdt & phan tich sy kién an toan théng théng tin:
o SOC L1: Gidm sat cdc alert trén hé théng SIEM, tao céc ticket hodc goi dién khi phdt hién sy c8
tén céng: DDoS, malware behavior...
o SOC L2: Phén tich céc sy kién security L1 chuyén 1&n, xac dinh cdc canh bdo false positive, diéu
tra nguyén nhan, dua ra bién phdp x ly. Néu ding canh bdo positive thyc hién théng bdo dén
céc owner thudc cdc don vi lién quan... tryc ti€p x& ly

fptcloud.com 13
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4.10. Layer X: Backup & DR

¢ Sao luvu da ngudn dit liéu: HS trg sao luu ti da ngudn: mdy chu vat ly, mdy chu do, thu
muc tép tin...

¢ Sao lvu da nén tang: Hé trg sao luu ti ha tadng on-premise, ha tang tinh todn Cloud, hodc
gitta cac zone trong FPT Cloud

e Hb trg da hé diéu hanh: Tuong thich véi céc hé diéu hanh phé bién (Windows, Linux,

MacOS)
e Quy t&c sao luu d liéu 3-2-1
Al
EN /@ B Lz . A
S = Gidi phdap khéi phuc dir liéu
a0 —— / I sau tham hoa giup hé théong
_I:K\ — cia khach hang ludn dugc
- dém bdo sdn sang van hanh
) FPTCLOUD ., Pl . ..
khi c6 bat ky su c6 ndo ngoai
Production Offsite " i
mong mudn xay ra.
o Dichuyén tit On-Premise |én vCloud o Failover vCloud to On-Premise
o Di chuyén t&t vCloud t&i On-Premise o DR vCloud to another vCloud site
o Failover On-Premise to vCloud o DR to another region

e Ddc diém:

o Khdai tao: Khai tgo dich vu don gidn bdng cdch sao chép cdc mdy do can bdo vé Ién trén nén
tang dién todn ddm may théng qua cdng quan trj tp trung

o Phan tich, bdo cdo: Tinh ndng ty ddng tinh todn gid tri RPO va& hién thi dé hog cdc théng tin lién
quan 1&n bang théng mang sao chép di liéu, téng dung luvgng da duge nhan ban trén Cloud

o Cho phép gia 1ap tinh hudng: Tinh n&ng th nghiém gid I&p tinh huéng thdm hoa cho khdach
hang ma khéng lam anh hudng dén hé théng thuc nham dién tap cdc tinh hudng sé&n sang cho
ngudi quadn tri va tinh todn cdc théng s RTO cho hé théng DR

CUSTOMER'S SITES

PHYSICAL SERVERS Recovery Servers
T ;

VIRTUAL SERVERS % — - ' Hot and Cold Storage

Wmware vShere | Microsoft Hyper-V

Linux KVM ] (Red Hat Virtualiztion

Production Failover
PHYSICAL SERVERS Failoverdisting

Applications with build-in replication
like SQL Server AlwaysOn Cloud Servers Backup

fptcloud.com 14
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IIl. Gii phép

Bao mat an toan théng tin toan dién
cho Doanh nghiép

1. Hé sinh thdi dich vu FPT Cloud

Platform Services

Container Services Monitoring Integration Services
. itori [ ]
% Dedicated K85 Fg;oéms M)onltorlng [ (o3 Log Management @ APl Management
% Managed K8S Infrastructure Incident Management CMS @ FPT Message Bus
Monitoring

Z 1l

I—_:} Reporting §g Kafka as a Service

K8S with GPU

I—I—E Container Registry

Distributed Tracing

Database Services
l;:: App Catalog

Database Engine &> Database Engine Database Engine Data Integration
R for MySQL 2 for Redis for MariaDB (Kafka)

DevOps Database Engine Database Engine ¥ Database Engine 5} Open Search

CI/CD Pipeline for PostgreSQL for MongoDB for MS SQL
Al Services Security &
@ FPT Al Chat “'”l FPT Al Engage ';e_o% Speech synthesis FaceMatch Management
DQQ FPT Al Mentor @ Identification Paper ¢) Cloud WAF

FPT Al Read "\_Q/" Speech Recognition extraction O

L FPTAleKYC e
A Sentiment Detection @ Cloud VA

_||| FPT Al Enhance @ Liveness Detection

@2 FPT Al Car Damage

@ Next-Gen Firewall

(\é Cloud Guard

Compliance service
Compute Storage Networking

% Cloud Server @ FPT Object Storage I‘H FPT Load Balancer Endpoint security
° = .

GPU Server [SP File Storage Y9 VPN Service Anti DDoS

® Cloud Backup & DR @ Cloud Drive é? VPC Peering Key Vault

Infrastructure Services

@ Cloud Desktop @ Unified Object Storage (9] 1pv6 Support 9 iam

Datacenter Infrastucture

fptcloud.com 15



3 FPT CLOUD

oy g, smort ovs

2. FPT Cloud - Cyber Security Services

2.1. Security Group 2.2. FPT Cloud Web Application Firewall
* Cho phép nhom cdc server vao cdc * Made by FPT
group, thiét 1ap rule allow in/out * OWASP standard
o Tudng Ita Layer 4 e Hbtro SSL
* Cho phép apply network policy rule e Virtual patching
dén tung server * Anti BotNet
2.3. Endpoint Security 2.4. Firewall 3rd Partner
e Checkpoint Harmony e Checkpoint
e  McAfee (Trellix) * Fortinet

* Hb trg hdu hét céc dang virtual appliance
* Ho trg model license khach hang ty mua

2.5. Web Application Firewall (3rd) 2.6. Anti-DDos
* Checkpoint Appsec * On-Demand
* Fortinet WAF e Akamai

e H& trg model Subscription e CloudFlare

Hb trg hau hét cac dang virtual appliance

2.7. Vunerability Assessment (VA) 2.8. Content Delivery Network (CDN)
e Quét 16 hdng tng dung * Akamai
e Quét dudng truyén * CloudFlare

2.9. Threat Detection: FPT Cloud Guard

Bdnh gié cau hinh VPC
Quét thd céng/ty déng theo lich

Thong bdo ty dong
Gidm sat tai nguyén a——
ACtiVity Log LOGIN kkhkkk*k

DDoS Attack Detection

Internet Attack Detection
Scanned Attack Detection
Malware Infected Detection

f\ﬂ
7
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FPT Cloud - Béng hanh ciing doanh nghiép chuyén déi s&
an todn va bén virng

Bdo mat da I&p trén toan méd hinh hé théng

Tich hop cdc gidi phdp cdng nghé bao mat hang dau tir: Checkpoint, Imperva...
Bdo mat An ninh mang, da dang tuy chon sao luu

Bdanh gid hé théng dinh ky va bdo cdo rui ro cho khéch hang

* Tich hop Tri tué nhan tao va hé théng canh bdo ty déng da kénh vdi robot do 24/7
 Doi ngl chuyén gia tu vén hang dau, ky su giam sat va hé trg 24/7/365

Tiéu chud@n cao nhdt vé an toan thdng tin & tang Dich vu

s s 150 9001:2015
BUREAU VERITAS
J COMPLIANT Certification

4 CERTIFIED G 5
FACILITY
UPTIME INSTITUTE CERTIFIED

ization \zation
\%3“ Tor K & oy Ry

& AR
ISO

A\~

27017:2015 9001:2015

\zation
\%"“\ Tor Ry

0y 9/0

\ternat;
0 :

é

o, %,

\nternat;
0 :

é

23
\)Q»
nezipse®
x]
\)Q»
nezipse®

27001:2013

Lién hé ching toi
0 Ha Néi: FPT Tower, 10 Pham Van Bach, Dich Vong, Cau Gidy

0 TP. H6 Chi Minh: PJICO Tower, 186 Bién Bién Phu, Phudng 6, Quén 3

@ fptcloud.com © support@fptcloud.com ® 1900 638 399



